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Experience (9+vy)
Senior Security Engineer | Salesforce, Bengaluru | Feb 2024 - Present 2y 6m+

e Spearheaded the DataWeave SAST program, authored 29+ custom rules integrated into Salesforce Code Analyzer &
VS Code extension to remediate 200+ findings while authoring Secure Coding Guidelines for Partner ISVs.

e Architected production-ready AI skills, plugins and tooling, including the On-Call Al plugin, an AI-proficiency skill,
3PP Tracking skill and automated security triage plugin built on Slack, Python, Claude and OpenCode.

¢ Standardized enterprise APl inventory governance across 2000+ endpoints using Bruno while standing up a risk-
tiered BurpSuite DAST framework.

e Automated continuous 3PP scanning across 2000+ assets; provided mitigation guidance to secure ecosystem.

« Served as regional IST security anchor, managing 2,100+ identity/access escalations within SLA and automating
multiple workflows to cut execution time by 70%.

Senior Security Engineer Grab, Bengaluru Dec 2021 — Nov 2023 | 1y 11m

¢ Led threat modelling, architecture reviews, and AppSec testing across critical financial and transport platforms.
* Managed Bug Bounty Program on-calls, ticket handling, & process improvements, saving 1000+ man hours.

« Engineered automated security testing tools & CI/CD security quality gates, reducing vulnerability triage time.

e Enhanced security for financial lending, transport, and other finance & data related verticals.

e Created and enhanced training courses on secure coding for both development and security teams.

« Proficient in working with microservices, ClI/CD, SSDLC, IAM, SSO, OAuth, RBAC, risk-based authentication.

Security Consultant | Securkyes, Navi Mumbai June 2019 - Dec 2021 | 2y 6m

« Conducted design reviews, pentests, source code analysis, threat modelling for 100+ web/Android/iOS apps & APIs.
¢ Improved collaboration across business & engineering stakeholders through effective communication skills.

o Led a dynamic security team overseeing departments such as Internet Banking, UPI, & Supply-Chain Finance.

o Demonstrated professional expertise in security & compliance frameworks such as NIST, OWASP, CWE, MITRE ATT&CK.
o Performed configuration reviews, vulnerability assessments, & infra security reviews for banks.

¢ Played a vital role in achieving the Cert-IN empanelment 2020. Organized the first-ever company-wide CTF event.

¢ Proficient in managing third-party risks, mitigation strategies, & remediation efforts across cloud & on premises.

Security Analyst — Web Dev. DreamCare Developers, Pune July 2016 - Feb 2019 2y 8m

» Developed & led security assessments for public/private projects working closely with NIC & Third-Party Audit Firms.
¢ Facilitated the implementation of robust SDLC practices, & efficient automation to enhance project outcomes.

Skillset [ Tools

Certifications | CEH v10, CRTP, SANS GIAC GICSP, CISM, CISSP (in prep.)

Product Security Architecture, Threat Modelling, Shift-Left SAST/DAST, API Security, Cloud Security
(AWS), PKI, CVSS, CWE, IAM, Bug Bounty, 3PP, Supply Chain Security

Burp Suite, SemGrep, Checkmarx, Bruno, Postman, Docker, Kubernetes, Jenkins, Git, Cryptography,
OWASP Top 10, Sonatype, Trivy, Prisma, Wiz, Claude, OpenCode

Security

Tooling

Web Dev. | HTML5, CSS3, JS, jQuery, Bootstrap, Django, Laravel, REST, JWT, SSO, OAuth 2.0/0OIDC/SAML
Infra & OS | Linux, Windows, Kali, RHEL, Cent OS, Ubuntu, Parrot OS, CI/CD, Containers, Vault
Coding | Python, Bash, PowerShell, JavaScript, NodeJS, Java, Go Lang

Timeline
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